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BE30OMACHbI OBEMEH 3/IEKTPOHHbLIMWN JIOKYMEHTAMW
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BenropoAckunii rocyaapcTBEHHbIN HaLMOHabHbI
nccnenoBaTeNlb,CKU YHUBEPCUTET

B paccMoTpeHun yuyBCTBYHOT acMMMeTPUYHOE, CUMMETPUYHOE N KOMOUHMPOBaHHOE
LMHPOBaHNS, NPUMEHEHVE apXmBaLMN U 3NEKTPOHHON LdpoBoii nognucy. O6beanHeHNe 3TUX
YKa3aHHbIX Mep N03BONNT KOMOCCaNbHO CHA3UTb PUCKM BO3HUKHOBEHMS YIPo3, KOTOpble
MoApbIBAOT BO3MOXKHOCTb BECTY CTaOWIbHYH S3KOHOMUYECKYHD AeATeNbHOCTb NpK 31K TPOHHOM
[IOKYyMEHT0060pOTE.

KntoueBble C0Ba:9KOHOMUYECKas 6E30MacHOCTb; aCUMMETPUYHOE LUMPOBAHME;
CUMMETPUYHOE LINGIPOBAHME; KOMBYHMPOBAHHOE LUMGPOBAHNE.
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Asymmetric, symmetric and combined encryption, the use of archiving and electronic digital
signature are involved in the consideration. Combining these measures will reduce the risks of
threats that undermine the ability to conduct a stable economic activity in the electronic document.

Keywords: economic security; asymmetric encryption; symmetric encryption; combined
encryption.

Ecnv roBopuTb 06 3KOHOMMYECKOI 6e30MacHOCTU, TO CTOMT MOHUMATb, YTO MOA 3TUM
noapasyMeBaeMcs COCTOsIHWE MO/HOM 3aLLMLLEHHOCTM KaK OT BHELLHMX, TaK U OT BHYTPEHHUX
yrpo3, Npy KOTOPOM 06eCneynBaroTCs SKOHOMUYECKUIA CYyBEPEHUTET 1 eAUHCTBO 9KOHOMUYECKOTO
NPOCTPaHCTBA. ITO NPUMEHMUMO KaK ANs KOHKPETHbIX OpPraHun3aLuWii, Tak u ans cTpaHbl B Lenom [1].
[lnsi ONMCaHHOT O BblLLIe COCTOSIHMA CYLLLECTBYET psifl Yrpo3, KOTOPbIN NopbiBaeT BO3MOXHOCTb
BECTM CTabM/IbHYH 3KOHOMUYECKYHO f1eATeNbHOCTb. COBOKYMHOCTb YCNOBWIA U (haKTOPOB CO3/at0T
NPSIMYO UK YKe KOCBEHHYH BO3MOXKHOCTb HaHeceHus yulep6a [1].

Ob6ecrneyeHre 3KOHOMUYECKO 6e30NacHOCTN UK XXe, APYrMK CNoBaMu, peanmsaums Mep,
HarnpaB/IEHHbIX Ha NPOTUBOAENCTBMNE Yrpo3am 3KOHOMUYECKOW 6e3onacHocTu [1], ABnsieTcs
aKTyanbHOWM Ha CEeroAHsLLIHWI eHb 3a4a4veil B 3KOHOMUYECKON cihepe. B faHHOM cTaTbe 6yayT
PacCMOTPEHbI METO/bI 3aLLMTbI OT BO3MOXHbIX YIP03 AOKYMEHTALIMU, CBSI3aHHbIX C 3KOHOMMWYECKOM
cthepoit, NoTepsi, UCKaXKEHUE N HECAHKLMOHMPOBAHHOE MCMO/Mb30BaHNE KOTOPbIX /IMLLIAET
BO3MOXXHOCTM 06ecrneyeHnss 3KOHOMUYECKOro CyBepeHUTETa U eMHCTBA 3KOHOMUYECKOI0
MpOCTpaHCTBa.

ONEKTPOHHbI AOKYMEHTO06G0POT Ha CEroAHALLHUIA AeHb UMEET OFPOMHOE PacrpocTpaHeHue
o Bcemy mupy. OIHOI 13 rNaBHbIX NPOGIEM MexaHK3Ma No PaboTe C ANEKTPOHHbIMY
[OKYMEHTaMM SBNSIETCA NPo6/ieMa COXPaHHOCTU IOKYMEHTOB. DTOMY FPO3ST He TO/bKO
YMbILLIIEHHbIE MOBPEXAEHWS, HO CMyYaiiHble.

Ha HauanbHbIX 3Tanax 3aluThbl 471 6e30MacHOro JOKYMeHT0060p0Ta A0/MKHO ObITh
NpefyCcMOTPEHO pasrpaH1yeHne nNpa. nosb3oBatesns. OrpaHnyeHre AocTyna K TeM UK UHbIM
MHOPMALMOHHBIM PECYPCOM SBMSETCS OAHUM M3 NPU3HAKOB 3aLLMLLIEHHOCTY CUCTEMbI, B KOTOPOI
aKTUBHO MPOVCXOANT 0O6MEH 3/1EKTPOHHOI JOKYMEHTaLMeN.

CyLLeCTBYIOT Mepbl 3alLWTbI, CBS3aHHbIe HEMOCPEACTBEHHO C 3N1EKTPOHHbIM [JOKYMEHTOM.
OAHUM 13 TaKUX SBNSIETCA LUNGPOBaHME JOKYMEHT NPU OTNpaBKe U ero paclundpoBKa npu
Mony4eHnn. Ha cerofHAWHWIA ieHb UCMOMb3YHTCS TPU BUAA LUNKGPOBAHMSA: CUMMETPUYHOE,
aCMMMETPUYHOE 1 KOMOVHMPOBAHHOE.

LLIngpoBaHue (3aLLmgpoBaHme) - NPOLECC NPUMEHEHUS LWNGPa K 3aLmLLaeMOM
MH(hopMaumK, T. e. NpeobpaszoBaHyie 3aLmLLaeMor MHPOPMaLMU(OTKPLITOrO TEKCTA) B
LUnpoBaHHOE cO0bLLeHMEe (LUMDPTEKCT, KPUNTO-rpaMmmy) ¢ NOMOLLGHO ONpefeneHHbIX npasus,
cofepxalumxca B wndpe.[2]

[eluntpoBaHme - NpoLiecc, 06paTHbIN LWMGPOBaHUIO, T. e. NPeobpa3oBaHme LNGPOBAHHOIO
COO0OLLEHNS B OTKPbITbIV TEKCT C MOMOLLbIO ONpeaeneHHbIX NpaBwi/, COAepXXaLLmMxcs B lwndpe.[2]



PaccMOTPUM CUMMETPUYHOE LLNpoBaHMe. OTIMYUTENBbHBIM NPU3HAKOM 3TOr0 METoAa
SIBNSAETCS UCMNOMNb30BaHMe OAHOr0 eIMHCTBEHHOMO K/KoYa Kak Ans LWNGpOoBaHms, Tak 1 AN
AelundpoBaHus. NaBHbIM NPEUMYLLLECTBOM AaHHOTO MeTOAa ABNSETCA ObICTPOAECTBUE, TaK KaK
LUMhpoBaHKE 1 AeluntpoBaHMe MO OAHOMY KoYy CUMTAeTCst MPOCTON 3aaayeit, BbIMosHeHne
KOTOPOWA MPOMCXOAMT MO KPaTKOMY anropuMTMy: 3aMeHa BCeX CUMBO/IOB Ha HOBbIE (Mpu
LUMPOBAHUM) UMK BO3BPALLIEHME MCXOAHOr0 Habopa (Npw AewwngpoBaHnmn). Bnarogaps aTomy
MPUHLMMY METOZ, MOy CBOE Ha3BaHNE.

HefocTaTkom MeToAa ABNSETCA YCNOBUE Ha/IMUMA KNoYa B 060MX CTOPOH - OTNPaBUTENS 1
nonyyarend. Apyrumm cnosamu, eCcTb LEeNbIX Ba NCTOUYHMKA, U3 KOTOPbLIX BO3MOXHO Y3HaTb
HeobXxo4MMbIV KoY. CTOUT 3aBNafeTb K/IKOUOM TPETLEN CTOPOHE, M 3aLLUMLEHHOCTL MH(OPMaLMK
BCTaeT nop yrposy.

PaccMOTpMMacMMETPUYHOE LLNKPOBaHMe. B faHHOM MeTO/e YUYBCTBYHOT YeTbIpe K/toua:
[1Ba «OTKPbITbIX» U [1Ba «3aKPbITbIX». «3aKPbITbIE» KMOUM 1 NONYyYaTe b, U OTMNPABUTESNb XPaHAT
UCKMIOYMTENBHO Y B, TO BPEMS KaK «OTKPbITbIE» HAX04ATCs B 06LLeM AocTyne. [MonyyaTens
COO06LLEHMS MCMOMb3YET CBOI TaliHbIN KNOY ANs PacluM(POBbLIBaHUS MOYUYEHHOIO CO0GLLEHMS,
KOTOpPOE 3alM(pOBaHO ero OTKPbITbIM K/HOUYOM. B TaKOM MONOXKEHMM CHUXKEH PUCK MPKW Nepeaaye
MHOPMALIMK, TaK KaK Y K&XKA0r0 CBOI COBCTBEHHbIN «3aKPbIThIV» KoY.

HepocTaTKom Takoro Metoa ABAKTCA 3HaYMTe IbHbIe 3aTpaTthbl Ha LLII/IquOBaHI/Ie "
,u,eLumcprBaHMe, KaK BPeEMEHWU, TaK N PECYPCOB.

PaccMOTPUM KOMBUHMPOBaHHOE LIM(poBaHMe. YTo6bl M36eXaTb 3HAUUTENbHBIX
HEe/JOCTATKOB BbILLEYNOMSHYTbIX METOZOB, X HEO6X0ANMO 06beANHUTD. MPUHLMM Nepeaym
COOOLLEHMS CTAHOBMTCA CMeYHOLLMM.

HeobxoanmMyto MH(OPMaLMIO Mbl 3aLLIM(POBbLIBAaEM MPY NOMOLLM CUMMETPUYHOIO
LUNPOBaHMS, HO K/TKOY, NPY NMOMOLLM KOTOPOro Mbl 3TO cAenanu, 3amngpyem no metogy
aCMMMETPUYHOIO LUNGpoBaHNS. MperMyLLECTBO B TOM, YTO KPYMHbIA 06bEM [aHHbIX 3allnipoBaH
crnocobom, He TpebytoLLero 60/bLUKX 3aTpaT. Koy, B CBOK 04Yepesb, 3HaUUTeNbHO YCTynaeTt
COO0OLLEHNIO MO 06BEMY, a 3HAUNT MOXKET 6e3 0COObIX YCUNIA ObITb 3aLLM(POBAHHBIM
aCCUMETPUYHBIM LIN(POBAHNEM.

O6patHbIi npovuecc (aewmppoBaHmne) NPONAET aHaIorMyHo. HesHaunTebHbIA 06bEM
[aHHbIX pacLUngpoBbLIBAETCA NPY NMOMOLLM ABYX Kto4Yel, a 06bEMHOE CO00OLLEHWe ByaeT
BO3BpALLEHO B MCXOAHOE COCTOSHME 3@ O4EHb KOPOTKMIA CPOK METOLOM CUMMETPUYHOIO
LLINPOBaHMS.

PaccMOTPUMPOSIb 3/1IEKTPOHHOW NOANNCK B 0OMEHE 3N1EKTPOHHBIMU JOKYMeHTamMu. og,
3N1EKTPOHHOW LnpoBor nognuceto (SLM) NoHMMAaKOT MHGOPMaLMIO B 3/1eKTPOHHOM BUJE,
KOTOopas, B CBOKO 04epesb, NMPUCOeAMHEHa K 3/IEKTPOHHOMY LOKYMEHTY, HE06X0AMMOr0 3alUUTUTb
OT HECaHKUMOHMPOBAHHOTO BHEAPEHUS N UCMO/b30BaHUSA, U K MH(OPMaLUK, UCNONb3YHoLLaaca s
onpegeneHnsa nnua, NogNUCLIBaKoLWero nHpopmaumio [3].

SNeKTPOHHas NoAnMCh (HOPMUPYETCS HA OCHOBE X3llia JOKYMEeHTa. STO NPeACTaBsfeT coBoii
3HaueHVie, OTPAKAIOLLEE COAEPXKaHME OKYMEHTA, NIH060E N3MEHEHVE KOTOPOro NPUBOAMT K
M3MEHEHUIO XaLwa. MNpy NoNyYeHUN AOKYMEHTA, UMEHOLLIETO S/1EKTPOHHYHO LIM(POBYH NOAMNCH,
MPOUCXOANT NPOBEPKA 3HAUEHUS X3LLIA.



Ecnn 6binn BHECEHbI OMNPeAeNEHHbIE U3MEHEHNS!, TO OHU BNIEKYT 3a CO6O0IA 1 U3MEHEHNe
3L, yTo NPUBEAET K HECOBMAZIEHMIO BbIUMCNIEHHOW NPY NPOBEPKE NOAMNMCY C UCXOHOI Npu
rnepeave, a 3HauUT LIENOCTHOCTb JOKYMEHTa Npu nepefaye 6bina HapyLUeHa.

PaccMOTPMMNPUHLMN apXmBaLmn. ApXxuBaLms (cxKaTue AaHHbIX) - CTb NPOLECC
NpeacTaBNeHNs MHOPMALIMK B MHOM BuAe (NepeKoAMpPoBaHUs) C MOTEHLMANbHBIM YMEHbLLIEHNEM
06bema, TPeBYEMOro A5 ee XpaHeHus. [4]

Ha CEFO,D,HHLIJHI/IVI [EHb U3BECTHLI ABE rpynnbl aJITOPUTMOB A14 CXKaTUA INEKTPOHHbIX
[OOKYMEHTOB: OVEeKTUBHOE nepekogmnposaHne I/IHCbOpMaLl,I/II/I N cXaTtue ¢ notepsamMun. Ha npakTuke
NMPUMEHAETCA NepBasd KaTeropusd, KoTopas obecrneymnBaeT cxartume JOKYMEHTa 6e3 noTepu
cofepXaHna n c ,u,aaneﬁumwl NO/HbIM BOCCTaHOBNEHNEM Cpaﬁﬂbl.

B cBot0 ouepe/b, aTa KaTeropust JeNUTCs Ha ABa a/lfopuTMa: alroputm Xaddmaxa 1
anroput™ Slemnens-3vea. OHaKO LUIMPOKOe pacrpocTpaHeHWe NOyUIOo CXKaTue, KOTopoe
KOMOVHUPYET B cebe 3T 1Ba a/iIropuTMa.

C)KaTue [JOKYMeHTa TaK e ABNSeTCS OAHUM 13 CNOCOBOB ero 3allyThl, TaK Kak npu
npoLecce apxuBaLmm NPOUCXOANT NepeKoAMPOBaHNE NHAOPMALIMK MO BPeMEHHbIM K/touam. B
CBOIO 0Yepe/lb 3TO Tak XKe YCNOXKHSET HapyLLEHWe LIeNIOCTHOCTM AOKYMEHTA U CHUKAET PUCK Npu
ero nepegade.

O6'be,ﬂ,|/IHeH|/Ie BCEX YKa3aHHbIX MeEP MO3BOJ/INT KO/T0OCCa/1IbHO CHU3NTb PUCKWN BO3HVUKHOBEHUA
Yrpos3, KOTopble NoApbIBalOT BO3SMOXHOCTb BECTU CTa6l/U'IbHyI-O IKOHOMMYECKYHO AEATENIbHOCTb MpUn
INIEKTPOHHOM ,D,OKyMEHTOO60pOTe.
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