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AHHOTauus. MpeanoxeHa MeTOAMKA, LeNbH0 KOTOPOR siBnseTca peanusaumns sheKTMBHOroO npouecca
ynpasneHuss 6e30MacHOCTLI0 B 6€CMPOBOAHBIX IOKA/bHLIX BbIYUCAUTENbHLIX CeTAX. [ SOCTMKEHUS
pesynbTaTa MCMONL3YIOTCA MaTeMaTU4YeCKWe BblYMCNEHUS KAYECTBEHHbIX XapaKTePUCTUK PasfiIM4yHOro
pofa KpuUTepmeBs, ONpefenstolnx HeobXOAWMbIA U TeKyLMA YPOBEHb 3alMLLEHHOCTM CceTu. AHanus
6e30MacHOCTU CeTW NPOBOAMTCA B pamMmKax yrpo3, MCX04aLmnx 13 BHELIHEro nepumetpa. B xoge aHanmsa u
BbIYMC/IEHUI yCTaHaBNMBatOTCA 0OOCHOBaHHble TPeGOBaHWA K YPOBHK 6e30MnacHOCTU 6ecnpoBOAHbIX
NOKa/IbHbIX CeTei, MPOM3BOAUTCS TeKyLlas OLeHKa 3alULL,eHHOCTU CETU 1, B pesy/ibTaTe, OnpesenstoTcs
Mepbl, NO3BONAKOLWME AOCTUYL HEOBXOAMMBIA YpoBeHb 6e30nacHOCTU ceTW. [aHHasd MeTofMKa MOXeT
6bITb MCMOMb30BaHA A/ YaCTHbIX Lefel, a TakKe Kak YaCcTb KOMMIEKCHOMo o6ecrneyeHns 6e30nacHOCTU B
rocyapCTBEHHbIX Y KOMMEPYECKUX OpraHmn3aLmsx.
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Abstract. This paper presents a technigque that aims to implement an effective security management process
in wireless networks. To achieve the goal, the technique uses mathematical calculations of the qualitative
characteristics of various criteria that determine the required level of security and the current level of
network security. Network security analysis is carried out for threats emanating from the external perimeter,
intruders using special hardware and software to attack the border router and network users. The result of
the analysis and calculations are reasonable requirements for the level of security of wireless networks, a
current assessment of the security of the network is made and, as a result, measures are determined to
achieve the required level of network security. This technique can be used for private purposes, as well as
part of a comprehensive security in government and commercial organizations.
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Tpe6oBaHMEe MOOMNLHOCTM NOb30BATENS NHHOPMALNOHHOK MHGPACTPYKTYpPbl NPUBENO
K MOBCEMECTHOMY NMPUMEHEHUIO BeCNPOBOAHbIX NOKaNbHbLIX BblUMCANTENbHBIX ceTeil (B/IBC).
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BwmecTe ¢ TeM yA3BUMOCTW TEXHONOTUIA 6eCNPOBOLHOW CBA3WM NPUBOAAT K NOSABMEHUIO 60Nb-
WOro KONMYecTBa atak Npu nepegaye MHPoOpPMaLMn, TaKKe YBEIMUYNBALTCSH U BEPOATHOCTb He-
CaHKLMOHWPOBAHHOTO AOCTYyMa, YTO MOXET Bbi3BaTb AOMNOMIHUTENbHYHO 3arpy3Ky KaHana ne-
pefayn faHHbIX, yTpaTy naposieil u gpyroii KOHpUAeHUManbHOW NHOPMaLMKN NoNb30BaTeN.
BBuay aTOro akTyanbHOW CTaHOBMTCA Npob6iema 3awWnTbl IOKaNbHONW 6ecnpoOBOLHOW CeTu OT
BHELWHWX Yrpo3, 1, B YACTHOCTK, TOUYKA AOCTyna, KOTopas ABnfeTCca Hanbonee ya3BUMbIM Me-
ctom B Heil [Cokonos, WaHbruH, 2016; Yunura, 2017; WenyxuH, 2013]. Ha cxeme (puc. 1)
nokKasaHbl BapuMaHTbl peann3aummn knbepatak Ha B/1IBC.

dusnuecknit nepumeTp 5 .
HeLHWI nepumeTp
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3M10yMbILLNIEHHUK 2

(ataka yepes 30Hy
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[LOCTYNHOCTK)

Puc. 1 Cxema peanusaumu atak Ha 6ecnposogHyto J1IBC
Fig. 1 Implementation of attacks on a wireless network

Llensto uccnefoBaHusa fAsnsieTcsd paspaboTka MeTOAUMKM ynpaBneHus 6e30NacHOCTbIO
BNBC (information security management), ¢ y4eTOM yrpo3, Mcxoasawmx M3 BHEWHEro no oT-
HOWEHWNI K CeTu mepumeTpa. bONbWMHCTBO TEXHONOTMIA 6ecnpoBOLHOr0 abOHEHTCKOro A0-
cTyna CTPOMTCSH Ha OCHOBE KOMMNbKOTEpPHOW ceTn [AcTaxoBa, 2013; BapuHoB u ap., 2018; Npo-
moB, 2017; Ky3uH, 2013; KysbmeHko, 2013; Makcumos, 2017; Hosukos, 2011; MpoHuYeB,
2009; PacctpuruH, 2015].

[ns [OCTUXEHNS YKa3aHHOW Lenm Heob6Xo4MMO pewwmnTb Crefyolue 3afgayun:

- YCTaHOBMTb TpebYyeMblili ypOBeHb 3alinlLeHHOCTM BJIBC;

- OUEHWUTb ee TEKYLLYIO 3alMLLEHHOCTD;

- 0onpejennTb Mepbl, NO3BONAKOWMNE 06ecneYnTb TpebyemMblil YPOBEHb 3aLLMLLLEHHOCTH.

[aHHbIA anropnTM AelicTBUIA NO3BONUT Hanbonee LLENOCTHO N 060CHOBAHHO BbICTPOUTb
3alUTYy NOKaNbHOI ceTn, n3bexaTb BO3IMOXHbLIX PUCKOB, & TAKXE BblepXaTb 6anaHC mMexay
3aTpaymBaeMbiMU pecypcaMmun M Noay4vyaemblM pe3ynbTaTom (puc. 2), 4To ABNSETCHA O4HUM U3
OCHOBHbIX KpuTepueB Bblbopa cuctem 6e3onacHocTn [Mantok, 2016; HoBukos un gp., 2017;
Onudep v ap., 2016].
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OnpeaenexHne mep,

YcTaHOBNEHUE
OueHKa TekyLlero obecneynBaroLLmX
Heo6Xxo04MMOro ypoBHS % o
YPOBHS 3alWLLEHHOCTH Tpebyemblii ypOBEHb
3al ML EHHOCTH
6e3onacHocTH

Puc. 2. Mpouecc ynpaBneHns 6e30MacHOCTbIO B OKa/IbHON CeTH
Fig. 2. The process of managing security in a local network

J1I06y10 apXUTEKTYpPY CUCTEMbI 06ecneyeHns 6€30NacCHOCTM CETU M COCTaB ee KOMMNOHEHTOB
HE06X04MMO CTPOUTbL C YYETOM aKTyaNnbHbIX Yrpo3, LEeHHOCTH 3aluiliaeMblX aKTUBOB (KaK KOu-
UECTBEHHbIX, TaK M Ka4YeCTBEHHbIX) U BEPOATHOCTM peanus3auumn yrpos. Mcxogs u3 aToro, npu
ynpasfieHUn 6e3onacHocTbio B/IBC HYXHO onepupoBaTh TpeboBaHUAMU, Ha OCHOBE KOTOpPbIX BY-
[leT BbiCTpamBaTbCs 3aumta cetn [Fanuukuii n gp., 2014; SlabopaTtopusa 3HaHnin, 2013; HoBoxu-
nos, 2018; Monos, 2004; LWy6uH, KpacunbHnkos, 2013].

Ha nepBoM 3Tame ycTaHaB/MBaeTCs He06GXOAWMbI/ YypOBeHb 3auiunuieHHocTun (HY3). OH
onpefensetrcsd NPUHaANEXHOCTbIO CETM, KOIMUYECTBOM MO/b30BaTeNel, XxapakTepom nepefaBae-
MO MHhopMaLUK, a TaKXKe LLEHHOCTbIO MoAKAovYaemblx ycTpoicTs (Taon. 1).

OnpefeneHne HeobXOAMMOr0 YPOBHSA 3aLLMLLEHHOCTM JacT LeNoCTHOe npejcTaBfieHne o
(DYHKUUOHMPYIOLW e CeTU U ee LEHHOCTM C TOYKMN 3peHNS BaXXHOCTW MHOPMAL MU U CEeTEBbIX pe-
CYpCOB, a TaK)Xe 06yCnoBUT BbI6GOP CNOCO60B AOCTUXEHNS MHOPMALMOHHON 6€30MacHOCTM. He-
06X0ANMBbIA YPOBEHb 3aLLULEHHOCTU MOXHO ONpeaenunTh:

HY3 = (T + C+ M + V) «0,1, (1)

rge: T— OUEHKa KpUTepnusa «TUM CETU»;

C — OUEHKa KpUTepUs «4nCno nonb3oBaTeneii»;

M — oueHKa KpUTepus «xapakTep MHGpopmaLnmn»;

V — OLEeHKa KpUTepusa «LLeHHOCTb TEXHUYECKUX CPELCTB B CETU».

Tabnuua 1
Table 1
KpuTepumn ans oueHKM He06X0AMMOro YPOBHS 3allULLEHHOCTU CETU
Criteria for assessing the required level of network security
No Kputepuii 3HaueHune OueHka
1 Tun cetn (T) obuiefocTynHas 5
[LOMaLLHSS 15
KOoprnopaTtrBHas 25
2 Uncno nonb3osateneii (C) fo 10 yen. 5
£o 100 yen. 15
csbiwe 100 yen. 25
3 XapakTep nHpopmaymumn (M) obuiegocTynHas 5
YyacTHas (NepcoHasibHble AaHHbIE) 15
cny>xebHasa (KoH(uaeHUnanLHas) 25
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OKoOHYaHue Ta6n. 1

End table 1
Ne  Kputepwii 3HaueHwue OueHka
4 LleHHOCTb ycTpoiicTB B ceTu (V) [0 100 Tbic. py6neii 5
[0 1MnH py6neit 15
cBblle 1 MAH pybnei 25

Pe3ynbTaToM AaHHOro 3Tana sABnseTcsd onpefeneHve He06XOAMMOT0 YPOBHSA 3alMLLEHHO-
CTW CeTK, COrNacHo NoMy4YeHHON OLeHKe, NOKa3aHHON B Tabnunue HMxe (Tabn. 2).

Tabnuua 2
Table 2

OnpegeneHne HeO6X0AMMOTO YPOBHS 3aLLMLLEHHOCTM
Determination ofthe required level of security

YpoBeHb 3aLULLLeHHOCTHY OueHka HY3
1ypoBeHb (HayanbHbIN) fo0 0.2
2 ypoBeHb = o
3 YpOBeHb (CpeaHwin) - oo
4 ypoBeHb o>  om
5 ypoBeHb (BbICOKUIA) 0,8 v Bbllwe

Ha BTOpoM 3Tane onpeaensetcsa TeKywniiyposeHb 3awnueHHocTH (TY 3) noKanbHOW ceTw,
KOTOPbIA OCHOBbLIBAETCA HA IHEPreTUYECKUX XapaKTepucTukax u KoHUrypaumax mMaplipyTusa-

Topa (Wi-Fi-poyTepa):
TY3 = SL -PL- 0,1, (@)

roe PL (power layer) — oueHKa 3aWMLLeHHOCTM Ha 3HEPreTUYECKOM YPOBHE;
SL (switch layer) — oueHKa 3alMLLEHHOCTM Ha YPOBHE MaplipyTusaropa.
KpuTepumn oueHKN SHEPreTMUYeCcKOon AOCTYNHOCTM NoKasaHbl B Tabnuue (Tabn. 3).

Tabnuua 3
Table 3
Kputepnun oLeHKN 3HePreTUYecKoi JOCTYMHOCTH
Criteria for assessing energy availability
YpoBeHb 6e30MacHOCTH
XapaKTepucTuka
Huskuit CpegHnii Bbicokuii

Ha rpaHuue Heobxoaum- B nosuuun, cmeLleH- B cepeanHe Heobxoan-
PacnonoxeHune MapLL- paHuL A 4 L} pen n

MOTO 415 NOKPbITUA HOI OT LeHTpa nepu- MOT0 4715 NOKPbLITUA
pyTusaTtopa
nepumetpa MeTpa nepumetpa
HacToTa dyHKUMOHM- 25 Iy 25Tun5ry 5Ty
poBaHus
MolHoCTb curHana Bbicokas CpefHsas Huskas
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PacuyeT OLEHKM MPOU3BOAMTCA NMYyTEM CYMMMUPOBaHUA OLEHOK MO KaXAOMY KPUTEPUIO TaKk,
YTO: HM3KWUIA YPOBEHb paBeH 1, CpeAHNIA — 2 1 BbICOKUIA — 3.

PL=P+F+Pr, (3)
roe PL (power layer) — ouUeHKa 3HepreTM4eckoi 4OCTYMNHOCTY;
P (position) — 3Ha4yeHMe 3alNLLEHHOCTN, COOTBETCTBYHOLLEE MECTY PaCMONOXEHUS;
F (frequency) — 3HayeHMe 3alLMLLEHHOCTWN, COOTBETCTBYIOLLEE 4YacTOTe (PYHKLMOHMPOBAHUSA

MapLlpyTu3aTopa;

Pr (power) — 3HayeHue 3alMLIEHHOCTMW, COOTBETCTBYIOLLEE MOLWHOCTM NCXOAALLEr0 CUTHaNa.
YpoBeHb 6€30MaCHOCTU MOXET OblITb HU3KUM, CPeLHUM UK BbICOKUM (Tabn. 4).

Tabnuua 4
Table 4

KprTepnm OLeHKM YPOBHS 3aLLMLLEHHOCT MapLupyTH3aTopa

XapaKTtepuctunka

Maposb

MeTop WwmnhpoBaHUs

WPS

KonmnyecTBo ycTpoiicTs

®dunsTpauna no MAC

SSID

YyeTHad 3anucb agmu-
HucTpartopa o6opygo-
BaHUA

UPnP-cTaTyC
BpaHamayap
VPN

Criteria for evaluating the router's security level

Husknii

COCTOMT U3 Ludtp 1
OYKB B HUXHEM peru-
CTpe pa3psgHoCTL Ao 8

CUMBO/I0B
WEP

BK/KO4eH

He OrpaHN4yeHo

He HaCTpOEHa

OTpaXKaeT NPon3BOAU-
Tena u/mnn mogens
obopyaoBaHus

3aBO/CKME YUETHbIE
AaHHble

BKNMHOYEH
OTK/IOYeH

OTK/IOYEeH

YpoBeHb 6e30MacHoOCTH

CpegHuii

COCTOUT U3 Ludp 1
OYKB B HUXXHEM
BEPXHEM peruncrpe
paspsagHocTb go 10
CUMBO/I0B

WPA/WPAZ2

OrpaHN4eHo ¢ 60b-
LLIMM 3anacom

naeHTuguunpyet
[aHHbIe 0 MN0/b30Ba-
Tene obopypoBaHus

YUETHbIE JaHHbIe,
HaCTPOEHHbIe
npeacTaBmTeNEM
npoBaiigepa

Bbicokuii

COCTOUT U3 Uudp 1 6yKB B

HVXXHEM 1 BEPXHEM peru-

CTpe, creLmanbHbIX CUM-
BOJIOB paspsHOCTb
cBbiwe 10 cumBO/IOB

WPA3

OTK/IKOYeEH

orpaHmn4yeHo C He3Hayn-
TE€/IbHbIM 3aracom

HacTpoeHa

HEeNpPUMETHBIN, He 0Tpa-
XKaeT AeiCTBUTENbHON NH-

thopmauum

y4YeTHble faHHble c06-
CTBEHHO CO3fJaHHble

OTK/TIOYEH
BK/KO4eEH

BK/KO4eH

PacyeT OLEHKN NPOU3BOANTCA NMYTEM CYMMMUPOBAHUSA OLEHOK MO KAXAOMY KPUTEPUIO Tak,
YTO HU3KWUIA ypoBeHb - 3T0 0, cpeaHuin - 5 n BbICOKMI - 10. CymMapHbIi NOKasaTenb - OLEHKaA
3alULLEHHOCTM Ha YPOBHE MapLipyTn3aTopa — MOXHO OMpesennThb:

10

= E I=1« (0
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rge SL (switch layer) — oueHKa 3alMWEHHOCTU Ha YPOBHE MapLLpyTmM3aTopa;

N(i) (power layer) — o

LLeHKa i-ro Kputepus.

[aHHoe 3HayeHMe NO3BONIAET COOTHECTU NIOKANbHYIO CeTb K TOMY WU MHOMY YPOBHIO 3a-
LW MLUEHHOCTM 1 BbIGpaTb COOTBETCTBYOLWME Mepbl 3awnTbl (Tabn. 5).

Tabnuua 5
Table 5
OnpefeneHne TeKyLLero ypoBHs 3aluLeHHOCTH
Determination ofthe current security level

YpoBeHb 3aLULLLEeHHOCTH OueHka TY3

1ypoBeHb (HayanbHbIN)
2 YPOBeHb

3 ypoBeHb (CpegHuin)

4 ypoBeHb

5 ypoBeHb (BbICOKWIA)

o 20
0 <0
<0 ©0
©0 ™0

80 1 BblLLE

Ha nocnegHem aTane, B c/lydae HECOOTBETCTBUSA TEKYLLET0 YPOBHSA 3alULEHHOCTH Tpeby-

emMoMy, onpeaenstoTcs

Mepbl, KOTOPbIE AOMKHbI GblTb NPUHATLI ANS LOCTUXKEHUSA HEOGXOLUMOTO

YPOBHS 3alMLLEHHOCTH. [N8 3TOr0 NAET KOPPEKTUPOBKA CYLLECTBYOLMX U, B Cly4Yae HEO6X0AM-
MOCTW, BBEJEHME AOMONHUTENbHbBIX 3/IEMEHTOB 3alNTbl N0KanbHOU ceTn (Tabn. 6).

YpoBeHb
3almLLeHHOCTH

1ypoBeHb

2 YpOBeHb

3 YpOBeHb

4 ypoBeHb

5 ypoBeHb

Tabnuua 6
Table 6
TpeboBaHuMsA K 6€30MacHOCTN CETK
Network security requirements

TpeboBaHMA K 6€30MacCHOCTN CETK

MCMONb30BaHNEe Maposieli HU3KOW CMOXHOCTW, MPUMEHEHWe LUM(POBaHMS
WPA/WPAZ2, 6e3 orpaH1U4eHNs 3HepPreTU4ecKom JOoCTYNHOCTH

MCNONb30BaHWe Naposieli CpeAHen CMOXHOCTW, MpUMEHeHUe LUM(POBaHMS
WPA/WPAZ2, oTkto4yeHHblli WPS, yuyeTHas 3anuncb agMuHUCTpaTopa cob-
CTBEHHO co3[jaHa, 6e3 orpaHUYeHnst 3HEPreTMYECKOM AOCTYNHOCTU

NCMONb30BaHNe Maponeil cpedHel CNOXHOCTWU, NPUMMEHEHME LNGPOBaHUSA
WPA/WPAZ2, y4yeTHas 3an1cb agMUHNCTPATOpPa COOCTBEHHO co3aaHa , SSID He
OTpaXKaeT AeNCTBMTENbHOW WMH(OPMaLUKN, YYUTbIBAETCA PAacnoOfiOKEHWE po-
yTepa

MCNONb30BaHNE Mapofieil BbICOKOW CIOXHOCTW, MPUMEHEHME LUM(POBaHMS
WPA/WPAZ2, SSID He oTpaxaeT AeliCTBUTENbHOW MH(opMaLMK, YYeTHas 3a-
nncb agMUHUCTPATOpPa co3fdaHa, ocyllecTensetcsa unbTpayms no MAC, UPnP-
CTaTyC OTK/IOYEH, OrpaHMUMBaeTC KONNMYECTBO NONb30BaTeNel, yUnTbIBaeTCA
pacnonoXeHune poyTepa u 4acToTbl PYHKLNOHUPOBAHUS

MCMOMb30BaHUE Naposiell BbICOKOW CMAOXHOCTU, MPUMEHEHUE LWN(POBaHUA
WPAZ3, SSID He oTpaxaeT AeliCTBUTE/IbHOIN MH(opMaLMK, YYeTHasa 3annch aj-
MWHUCTpaTopa COBCTBEHHO CO3/aHa, ocyluecTBaseTca punbTpauusa no MAC,
UPnP-cTaTyCc OTK/OYEH, OrpaHMYMBaeTCs KONMYECTBO MNO/b3oBaTeneid, uc-
NoNb3yTCA AononHuTeNbHble cepsucbl (bpaHamaysp, VPN), yuyuTbiBatoTCA
BCE KPUTEPUW 3HEPTeTUYECKOW AOCTYMHOCTU
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BbiBOgbI

Pa3BMTMEe TEXHO/MOTMIA MOCTPOEHUSA NOKaNbHbIX CeTe CTUMYMPYEeT COBEPLUEHCTBOBaHUE
cnocoboB npoBefieHNa KubepaTak 310yMblLLIEHHUKAMW. BMecTe C TeM CyLLecTBYOLLMe Yrpo3bl B
KnbepnpocTpaHCTBE CMOCOBCTBYIOT COBEPLUEHCTBOBAHUIO HOBbLIX MPaKTUK MO CHVMKEHUKO PUCKOB
NH(OPMaLMOHHOK 6e3onacHOCTU. A 3TOro B pamKax faHHOW paboThkl 6bina paspaboTaHa MeTo-
AVKa ynpaB/ieHUs 6e30nacHOCTb0 6eCnpOBOAHON NOKaNbHOW BbIYMCANTENbHON CeTM, KoTopas
NO3BONAET YCTAaHOBUTb HEOOXOAUMbI YPOBEHb 3aLLULLEHHOCTM W, HA OCHOBE BbIYMC/IEHUIA, ONpe-
[ennTb COOTBETCTBME TEKYLLEr0 YPOBHA 3aLLMLEHHOCTM CeTU TpebyeMOoMy, a TakXXe peann3oBaTth
Mepbl, NO3BONAOLWMNE NPUBECTU 6€30NaCHOCTb CETU B COOTBETCTBME C TPeOYeMbIM YPOBHEM.
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